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1.	INTRODUCTION



1.1	Welcome



Welcome to QM Web Server. 



QM Web is Question Mark Computing’s product for computerising tests, assessments and surveys on the Web and Intranets. QM Web Server is the part of this product that sits on a Web or Intranet server and marks and analyses the answers. (In Version 1 of QM Web, QM Web Server was called On-line Scorer.)



QM Web Server consists of a disk and these notes, which you should read carefully before installing the software. You may also want to look at the printed QM Web Converter manual to give you some background information on the product and its likely uses.



QM Web Server is produced by Question Mark Computing Ltd of London, England. If you have problems installing the software, please contact us on 0171 263 7575, or e-mail us at help@qmark.co.uk. 



The rest of section 1 introduces QM Web Server. Section 2 describes what you need to run it and section 3 describes how to set it up. Section 4 describes use of QM Web Server, and section 5 gives some troubleshooting notes.





1.2	Licensing



Please see the licence agreement that comes with QM Web Server for a precise definition of your rights to the software. In summary:



You can modify the QM Web Server software as set out in this user documentation to configure it for your needs, but any modified version remains our copyright, and must include our copyright notices.



You are licensed to use the software on one server computer, expected to be a server connected to the Web or your Intranet. If you need to use it on more than one server computer, you need to buy an additional licence. You can change on an occasional basis the computer the software is loaded on, providing you delete it from the original computer after moving it.



Additionally you are permitted to load additional copies of the server software onto machines not being used as Web or Intranet servers to be used solely for the purpose of trying out tests prior to release. These machines must have licensed copies of the QM Web Converter software loaded on. (This is to permit you to load the server software onto Windows ’95 or similar PCs that are being used for authoring tests so that authors can try out the full process of running a test.)



The software is supplied in source code form, and we ask you to keep it confidential and not permit anyone else to copy, steal or access the software.



The software is supplied under a limited warranty (the same warranty as is printed in the QM Web Converter user manual).





1.3	Context



Here is some general information on QM Web to set the context for how to install and use QM Web Server.



QM Web lets you create your own tests and surveys in HTML format. You can then put them on a Web or Intranet server. People access the tests or surveys using their browser, from their computer, which can be anywhere in the world with a suitable connection. Answers to tests can then be instantly marked and stored on the server computer, with immediate feedback given.



A good way of getting a feel for the kinds of things you can do with QM Web is to look at the example tests on Question Mark Computing’s Web site:    http://www.qmark.com/webtests.html



There are three Question Mark programs used.



Question Mark Designer for Windows is a general purpose Windows testing and assessment program. You use it for creating the tests or surveys prior to converting for the Web, and for analysing answers.



The QM Web Converter is the Windows software you need in addition to Question Mark Designer for Windows. The software converts tests and surveys to Web format, and converts back answers to Question Mark format.



QM Web Server is the software that sits on a Web or Intranet server. It process answers, scores them, saves the results, and can give instant feedback.



The process of using QM Web to create and deliver a test or survey consists of the following.



You create the test or survey using Question Mark Designer for Windows. It can contain questions in multiple choice, multiple response, selection or text answer formats, with as much text and graphics as are needed. 



You then convert the Question Mark Designer file using the QM Web question converter into the following files which are used to deliver the test on the Web.



An HTML file containing the questions.

Graphics files (in GIF or JPEG format) for each graphic used in the test.

A "secret" .qxm map file that is used in the test marking.



You upload the HTML and graphics files onto the server for public access, and also put the QM Web Server software and the map file on the server (not for public access).



Users answer the questions using a standard browser (eg Netscape 
Navigator 
or Microsoft Internet Explorer). They read the HTML and graphics files, fill in their answers, and when they have finished, their answers are sent to the QM Web Server software.



The QM Web Server software (program file qm_post.pl) processes the answers, stores the results on the server (using the map file to tell it what to do) and returns an HTML feedback document to the user. Depending on what is defined, QM Web Server can also show the user a complete list of results for the test or survey.



You can use the QM Web Server Results Manager (program file qm_web.pl) to analyse the answers, and you can also do more detailed analysis using Question Mark Designer for Windows.





1.4	What QM Web Server consists of



QM Web Server consists of a series of program files in a language called Perl. Perl runs on almost all commonly used server computers, and so QM Web Server can be used on almost any Web or Intranet server.



Perl programs are provided in source format. This means that you can change them to make them meet your specific requirements. The changes that you can make to QM Web Server are limited to a few configuration settings. As part of the installation process, you will need to make a few minor changes - how to do this is explained in detail in these user notes.



The software is provided in a series of files with extension .pl (for Perl). The main  files are as follows.



qm_post.pl	This is the main script called to process answers.

qm_web.pl	This is the Results Manager script.

qm_test.pl	This is a test script you can use to check your setup is working.

qm_conf.pl	This is a configuration control file that you put your settings in.



Additionally qm_post.pl and qm_web.pl call some subsidiary scripts (qm_scor.pl, qm_surv.pl, qm_zero.pl, qm_rest.pl, qm_summ.pl and qm_edit.pl).



Also on the distribution disk is a file webres.htm, which is an HTML file containing some links to useful Web resources in setting up QM Web Server.



Also on the disk are three .gif files.



dot.gif		This is used to include a bullet point in responses.

right.gif	This is used as the tick graphic for right answers in feedback

wrong.gif	This is used as the cross graphic for wrong answers in feedback





1.5	Directory structures



You have considerable freedom about the directory structures used with QM Web Server.



The main Perl scripts themselves (eg qm_post.pl) must be in the cgi-bin directory of your server. They are usually in the cgi-bin directory itself, but can be in a sub-directory. 



You have complete freedom to put the HTML and graphics files wherever you want on your server, or in fact they can even be on a different server. QM Web Server doesn’t need to be directly told where the HTML and graphics files are.



You need to specify a directory on your server where map files are stored. When a test is put on the server, its map file must be put in this directory for QM Web Server to read when processing answers. You can either store all map files in the same directory, or else you can have a series of sub-directories (one for each different department or user of tests).



You also need to specify a directory on your server where results files are stored by QM Web Server. This can be the same directory as map files or a different one, and you can also have different sub-directories for different users if desired. It's simpler to make the map and results directories the same, but can be more secure to make them different.



Lastly the feedback responses made by QM Web Server include some graphics (eg a tick to indicate an answer is right). You need a directory to store these graphics files on, which can be the same directory as tests or on, or a different one.





1.6	File formats used



The following file format extensions are used in QM Web



.gif (and jp
g)	Graphics files used by tests

.html (or .htm)	The HTML documents that define a test or survey.

.log		The log file made by QM Web Server

.pl		The Perl scripts which make up the QM Web Server software.

.qxm		The map file which holds the right answers and control information.

.qxa		The main answer file stored by QM Web Server

.qxr		A summary scores results file stored by QM Web Server

.qxs		A summary survey analysis file stored by QM Web Server

.sak		A back-up file used to create .qxs files



�2.	PREPARING TO INSTALL QM WEB SERVER



2.1	Overview



In order to run QM Web Server, you need:



A server. You need a Web or Intranet server computer to load the software onto. This can be any computer that can run the Perl system (see below), for example a UNIX, Windows NT or Windows ’95 system. 



Perl. You must have Perl (Version 4 or 5) running on your server. (Perl is a programming language widely supported for use on Web servers that QM Web Server is written in.)



The QM Web Server software itself. In order to create tests to run on QM Web Server, you will also need Question Mark Designer for Windows and the QM Web Converter software.



A text editor. In order to configure the QM Web Server software to run on your server, you will need a text editor program (see below).





2.2	Setting up your server and loading Perl 



2.2.1	Setting up your server



If you do not have a Web server to load QM Web Server onto, you can look at file webres.htm on the distribution disk (load it into your browser) and you will find some pointers to Web server software that will run on a variety of machines, including some server software that you can download and install. 



See section 4.3 for some notes on security in using QM Web Server. One important thing when you set up your server that you do not let users read files in your cgi-bin program as otherwise people can read the QM Web Server program files, and for example see what your passwords are. Any professionally set up server will not permit this, but if you are setting up your own server, make sure this is not allowed.





2.2.2	Loading Perl



If you have a Web server but do not have Perl loaded on it, file webres.htm also includes some links to sites where you can download a version of Perl that will run on your machine. Whereas setting up a Web server can be a significant task, adding Perl to an existing server should be reasonably straightforward. 





2.2.3	Notes on setting up QM Web Server on Windows ’95 for testing



It can be very useful to set up QM Web to run on the same machine QM Web Converter is running for use in testing. This means authors can try out their tests on their PC, prior to loading them on the "real" server for others to take. The QM Web Server licence lets you do this (see the licence agreement for the full conditions).



On a Windows '95 machine, a server which works well in this role is the OmniHTTPd server - see the webres.htm file for a link to download this from. Install the server software as instructed. From the administration program, edit the properties, choose Server, and set the site address to 127.0.0.1 and set the server root to a suitable path, eg c:\httpd\htdocs.



You can also download a DOS/Windows version of Perl to run with this (see the webres.htm file for a link). Load this as instructed, and then from the server properties dialog in the OmniHTTPd administration program, choose Advanced and set the Perl command line (eg c:\perl\perl.exe).



Once you have set up the scripts (in the same way as for a real server as described in section 3. below), you can access them using the 127.0.0.1 address, for example http://127.0.0.1/cgi-bin/qm_test.pl or http://127.0.0.1/cgi-bin/qm_post.pl.





2.3	Text editor programs



In order to change and configure the QM Web Server software, you need to make a few changes to the script files. You need a text editor program to do this. 



The scripts are supplied in an Ascii text format using a single linefeed character (0x0A) to end each line. This differs from the standard DOS / Windows Ascii format where each line is ended with a linefeed and carriage return pair (0x0D, 0x0A). This format is required to make the scripts work on UNIX servers. If your server is a Windows one, you can lose this formatting, but if you’re not sure what to do, it’s best to keep it.



If you’re setting up the software on UNIX, you can use the Vi, Emacs or similar editor.



If you’re using any version of Windows, unless you have another text editor you are used to using, you are recommended to consider using the Programmer’s File Editor, which is an excellent and free text editor downloadable from the Web. There are versions which run on all variants of Windows. For information or to download this editor, access http:://www.lancs.ac.uk/people/cpaap/pfe/ (or see webres.htm for a link). 





2.4	How to edit Perl files



Some conventions you should follow in editing the QM Web Server Perl files.




On some operating systems, particularly Unix, 
the first line in a Perl file must contain the path of where the Perl system is installed, prefaced with the characters #!, for example #!/bin/perl or #!/usr/bin/perl. Some 
operating 
systems do not need this, and some 
systems might have different conventions, but this is the usual system for identifying the file as a file that must be run with Perl.



Path names use the forwards slash character / rather than the backwards slash character \. This applies even on Windows machines, where usually the \ character is used. For example, if you have a sub-directory tests from your main directory server on drive C:, the path is written as c:/server/tests/ (not c:\server\tests\ as would be usual under Windows). All paths also should end with the / character.



Many systems have file and path naming systems that make letter case significant, eg file TEST is different to file test. It’s safest to use lower case letters for all file names to avoid this being a problem.



Any line starting with a # symbol is a comment that is usually ignored.



The definition lines that you are likely to edit in scripts have a syntax $xxx = yyy; where xxx is a symbol that you should not change and yyy is a value that you can set. For example one of the lines that you will need to change is the system password. The Perl line that defines this is $password = “secret”; and you might change this to  $password = “mypassword”; 



Quotation marks must match. Anything that starts with a " must end with another ", and anything that starts with a ' must end with another '. If you need to include a ' character in a string, precede it with a \ character; for example 'don\'t'  is a string to define the word don't.





�3.	SETTING UP QM WEB SERVER



3.1	Overview



To set up QM Web Server you need to do the following.



Copy all the Perl files onto your server. Then use the test script (qm_test.pl) to check your server and Perl installations are working (see section 3.2).



Change a couple of lines in every Perl script in QM Web Server to get them working on your server (see section 3.3).



Set up your system, which involves defining a map files directory and a results file directory (different or the same) and editing the configuration file (qm_conf.pl) to point to these directories and to define a few other settings. At this point you also define a base graphics directory, and copy the three .gif files on the distribution disk to this. See section 3.4 for this.



Section 3.5 and 3.6 describe some advanced setup options and section 3.7 summarises what you need to do when the script files are updated.



3.2	Testing your setup



The first thing you should do when installing QM Web Server is to check that your system is operating properly by running the test script (qm_test.pl). If you can get this working, you can go on to set up the main part of the software. If you can’t get it working, you have a problem with your system, and cannot continue until you solve it.



To run the test script, follow these steps.



Copy all the scripts (.pl files) to your cgi-bin directory. To complete the steps below, you will need to know the path of the cgi-bin directory and also its server address. On a Unix server, the scripts must be readable and have execute permission (to set this use a command like chmod a+rx qm_test.pl).



Edit file qm_test.pl with your editor and change the first line to contain the path where Perl is stored on your system. The default setting in the file is #!/bin/perl, which you may need to change to a different path. See sections 2.3 and 2.4 above for how to edit the file. If you’re not sure what to set it to, look at other Perl files on your system and see what they have as the first line, and copy that. Some non-UNIX systems do not require this line to be set, so you could try not setting it and seeing if the script works.



Edit file qm_test.pl and change the line near the top of the file starting $cgi-bin = to point to the path on your server that contains the cgi-bin directory where the .pl files are stored. For example, you might set $cgi_bin = 'c:/httpd/cgi-bin/'; or else  $cgi_bin = '/usr/cgi-bin/qm'; Note that in this step, you set the path to the file (not the URL or address.)



You then should point your browser at qm_test.pl to run it. You will need to quote to your browser the address of your cg-bin directory followed by qm_test.pl (for example http://www.mycompany.com/cgi-bin/qm_test.pl. Note that in this step, you set the URL or address for the file (not the path.)



You should see a message when running qm_test.pl that says Welcome to QM Web Server. If you see this message, you are on the right track. If you do not see it, then you have a problem. Either your server is not working (make sure it’s running), you haven’t installed Perl properly (can you run any other scripts?), you haven’t done step 2. correctly (check it again), you haven’t copied qm_test.pl into the right directory, you’ve made a mistake in editing the file (eg no ; at the end of the $cgibin = Perl line) or else you are not quoting the right address in your browser.



After displaying the welcome message, the software displays the environment variables on your system (which can give you some useful information) and then tries to find the qm_conf.pl configuration file on your system and display the setting in this. If it can find the file (ie you have completed step 3. successfully), you will just see a message Configuration details : followed by a listing of the details. If it can’t find it, it will give you the message Configuration file qm_conf.pl NOT found, and may suggest an alternate setting for $cgi-bin to make the script work. You need to repeat step 3. and then run qm_test.pl again until it can find qm_conf.pl. (If you have problems, make sure that you have loaded this file in the cgi-bin directory.)





3.3	Changes you must make to all .pl files



Once you’ve run qm_test.pl successfully, you need to make a small change to all the other QM Web Server Perl files so they will work properly.



For qm_edit.pl, qm_post.pl, qm_rest.pl, qm_scor.pl, qm_summ.pl, qm_surv.pl, qm_web.pl and qm_zero.pl, you need to repeat steps 2. and 3. in section 3.2 above. That is to say you change the first line to show where Perl is on your system and you change the line starting $cgi_bin to point to where the qm_conf.pl file is.



For file qm_conf.pl to do step 2., ie to tell it where Perl is installed. 



It’s vital you do this as otherwise QM Web Server will not run correctly.





3.4	Configuring your system - changes you must make



Now all you need to do is to edit qm_conf.pl to define the settings for your system and you are ready to start using QM Web Server. At any time you can run the qm_test.pl script to confirm what settings you have made.



There are some settings in qm_conf you must make for the system to work. These are documented below. See section 3.5 for some additional optional settings. Bear in mind the guidelines in section 2.4 for how to edit the file (keep quotation marks matched, end each line with a ; and end each path with a /) - generally provided you replace what is there already with something similar, you won’t go wrong.





$password

This password controls access to the qm_web.pl Results Manager software, which permits people to access and delete the results, and edit and delete map files. You won’t want unauthorised people to be able to access this, so you should set a password. Choose a name that people will not guess (not the examples below). You can set more than one password if you like, for example if you want to have one supervisor password that is changed rarely and one more widely used password that can be revoked or changed easily - simply separate passwords with a space.



Thus

   $password = "potato pyjamas"

sets passwords of potato and pyjamas



You can set no password with

$password = ""

but this will allow anyone into the Results Manager and is not recommended.



See section 3.6 for how you can set up multiple directories with different passwords for each.



$document_root

This defines the path, ie the directory, which is the root directory for documents on your server. For example if the first document that people come across on your server is index.html (your home page), you put here the directory that index.html is in. You decide what this path is when setting up your server, and you now need to tell QM Web Server what it is.



Thus

  $document_root = "c:/httpd/htdocs/"; 

sets a path of c:/httpd/htdocs/ (remember to use forward slash characters).



$mappath

This defines the path where map (.qxm) files are to be stored. These are the files that contain the right answers to questions and which otherwise control how QM Web Server deals with a test.



You choose which path you want map files to be stored on, and tell QM Web Server what it is here. You must create this path (or use an existing one), and on a Unix server set appropriate directory permissions, which must include world read capability. 



It’s essential that you configure your server so that users cannot read the map files from their browser (as the map files contain the right answers to questions in unencrypted format). Depending on how your server is set up, this could involve putting the map path below the document root path, password protecting the directory or making a .htaccess file to stop unauthorised access. If you’re not sure whether you’ve done this right, try pointing your browser at a map file on the server; if you can view it, you haven’t set your security up right.



For example:

  $mappath = "c:/maps/"; 

sets directory c:/maps as your map file directory.



See section 3.6 for how to set up multiple map file directories, so that different users within your organisation can have map files in different places.



$resultpath

This defines the path where results files (.qxa, .qxr, .qxs and .log) files are stored. It can be the same as the map path or different. On a Unix system, the results directory must have both write and execute permission (eg chmod a+xw .) as well as read permission. Like with the map path, you should protect access to the directory from unauthorised people trying to look at the results.



For example 

  $resultpath = "/usr/qmark/htdocs/”;

sets a path as your results directory.

  

See section 3.6 for how to set up multiple results file directories, so that different users within your organisation can have results files in different places.



$server_root

You set this variable to the base URL of your web server (the local host), ie how people access your server. This corresponds with the document root path above. You decide this when creating your server and linking it to the Web, and you now need to tell QM Web Server what it is.



For example, you might put:

  $server_root = "http://www.mycompany.com/”;



$cgi

You set this to be the URL where your cgi-bin directory is, corresponding to the settings you make in the .pl files telling them where qm_conf.pl is, except as an address rather than as a path. Again you decide this when creating your server and linking it to the Web, and you now need to tell QM Web Server what it is.



For example, you might put:

  $
cgi
 = "http://www.mycompany.com/cgi-bin/”;



$base_default

This URL defines the base default URL to look for graphics. It has two purposes.



It is the place QM Web Server looks to find the standard graphics files dot.gif, right.gif and wrong.gif. You should copy them to this directory so they are displayed during feedback.

It is the place QM Web Server looks to find graphics used in a test or survey (eg as wallpaper or as graphics in questions) when presenting feedback if it cannot find them in the original place. For example, if a test has some wallpaper graphics, this is displayed when giving feedback, and is usually found in the same place that it was in when the test was delivered. But sometimes, this place cannot be found, and then the base default URL is looked at.



I f you’re not sure what to set, you might want to make this the same as the server root, for example:

$base_default = "http://www.mycompany.com/”;



Or else you might want to make it the same directory that the HTML test files are in.

$supervisor

You should set this to be the e-mail address that will be displayed in certain error messages QM Web Server gives to people encountering problems.
 You should prefix the 
@ characte
r with a \ character for syntax reasons.




For example:

  $supervisor = "you
\
@yourcompany.com";  



$masking 

On a Unix system you should set

$masking = 1;



On a Windows or other system, you should usually set

$masking = 0;





3.5	Configuring your system - advanced changes you can make



3.5.1	Changing text used in QM Web Server



All the text messages displayed by QM Web Server are held in qm_conf.pl, and you can change these if you don’t like them. This allows you to customise the wording used in interactions with the user or to translate the text. Note that some messages are presented before or after other messages, so take care if you modify one that you also modify the other.



Simply replace the text that is there with the text you prefer. Only the general messages and those for qm_post.pl, qm_scor.pl and qm_surv.pl are seen by users (test-takers). The others are only seen by people using the Results Manager (qm_web.pl).



Be careful to start and end each string with a " character, and to end each line with a ; character.




3.5.2	Other settings



Some other settings that you can make in qm_conf.pl are as follows. 



$lines = 10; 

This defines the number of lines of results that are displayed at one time when displaying .qxr files showing names and scores. The number 10 works well generally, but you can change it if you want to.



$nosurvcentre = 1; 

Usually survey results (ie displaying .qxs files with a frequency analysis) are not centred even if the survey itself was centred (as these results generally do not look good centred). You can replace this with $nosurvcentre = 0; if you want to centre survey results.





$indicate_user = 1;   

Usually when making results displays to the user at the end of a test (of the scores in the .qxr file), the score of the person who has just done the test is marked with a bullet to mark the current user. Change this to 0 to not mark this.






$logging = 1; 

Usually a log file is made of all accesses to qm_post.pl. Set this to 0 to not make a log file. 



The log file is stored on the results directory (always in the main results path even if sub-directories are being used) with name qm_web.log. It is updated whenever qm_post.pl is called. It contains the date and time the access was made, the name of the user and information on what test is taken. It also logs all errors, eg incorrect user passwords.
 See section 4.4.2 for a description of the log file format.





Looking at the log can be hel
pful, but writing to the log file does impose a small system overhead, so if you turn logging off, qm_post.pl will run very slightly faster.



$caption_default = "H2";

$text_default = "H3";

$question_default = "H3";

You can adjust the standard text size defaults in feedback and other responses by QM Web Server if you want to.



$dotgif = $base_default . "dot.gif"; 

$rightgif = $base_default . "right.gif"; 

$wronggif = $base_default . "wrong.gif";

These settings define the graphics file used to display the bullet or dot in feedback and other responses and the tick (for right) and cross (for wrong) given in question feedback. You can use the default graphics supplied with QM Web Server, or else replace them with your own. The $dotgif etc. variables need to point to .gif, .jpeg or .xbm URLs.



$backtourl =  $ENV{'HTTP_REFERER'};       

This URL defines where the Back button points to, which usually automatically creates a link to the previous document. This could be changed to a specific document if you don't want users to be able to go back, or you want to change where they go back to.



$start = 0;

This defines where you start displaying results from (when displaying results summaries). This should usually be the beginning (0).



$summarydoc = "summary.htm";

This defines the name of the summary HTML document made by the QM Web Results Manager. If your server is not set up to consider a file with extension .htm as an HTML file, you may need to change this line, for example to:



$summarydoc = "summary.html";



giving the file a .html extension.





3.6	Setting up multiple directories



To create multiple directories, for example, one for each department of your organisation, do the following.



Make sub-directories underneath the map path (as defined by $mappath) for each department. For example if your map path is /maps, you could make directories /maps/a, /maps/b and /maps/c.



If your results directory is different to your map directory, make the same directories for your results directory. For example if your results path is /results, you could make directories /results/a, /results/b and /results/c.



Tell authors when they are converting tests using the Web question converter (WEBQUES.EXE) to pass the sub-directory name as a parameter to qm_post.pl when specifying the URL of qm_post.pl as the place to send results to, prefaced by a ? character. For example, they might enter a URL of http://www.yourcompany.com/cgi-bin/qm_post.pl?a to reference map files in sub-directory a.



Similarly, when referencing qm_web.pl, they should pass the sub-directory to it as qm_web.pl?a.



You can make separate passwords for each sub-directory to control access to them from qm_web.pl, and you are recommended to do this by changing the $password= line in qm_conf.pl. Passwords may be written in the form directory/password, where directory is a subdirectory of the designated results directory



For example if you set

  $password = "secret owner private/fred private/personal/jim";



Then a call to qm_web.pl looks at the main results directory and requires the passwords 'secret' or 'owner'. And a call to qm_web.pl?private looks at the results/private directory and requires the password 'fred'. And a call to qm_web.pl?private/personal looks at the results/private/personal directory and requires the password 'jim'.





3.7	Back-up and updates 



Please make a back-up copy of your changed scripts, especially qm_conf.pl so that if you lose the files you can recover them.



If you receive an updated set of scripts from Question Mark Computing (eg the software is updated to add extra functionality or to fix errors), you will need to repeat the above process, so keep a record of what changes you make. 



See any notes or readme file supplied with the update as you may not need to update all your files. In particular check the header of qm_conf.pl to see what changes there are as you may be able to use your old version of this file, or make minimal changes.

�4.	USING QM WEB SERVER



4.1	Using QM Web Server for delivering tests and surveys



Once you’ve set up QM Web Server, people can easily author tests and surveys and have them processed by the server software. There are only three things authors need to know and do.



People can put the HTML and graphics files defining the test anywhere they want, on the same server as QM Web Server is or a different server, and in any directory. (You may want to specify a directory that they use, but what this is doesn't matter to QM Web Server. Like other HTML files, these files will need read permission on a Unix server, eg chmod a+r *.html.)



People must put the map file defining the right answer into the map directory defined by you (or a sub-directory of it). 



When converting the test to the Web, people must put the URL of qm_post.pl in the Web converter setup dialog. This is the same URL as you set as $cgi in the qm_conf.pl file with qm_post.pl added at the end. (If you are using multiple sub-directories, see section 3.6 above for how the user specifies this.)



Providing the above is done correctly, then every time someone takes a test or survey, qm_post.pl will be called, and it will give feedback and/or save results, depending on what the author sets on creating the file. 



There is no theoretical limit on the number of simultaneous accesses to the same test or survey. The practical limit will be met by the speed of your server, but speed is unlikely to be a problem except for very large volume applications. 





4.2	Accessing the results 



4.2.1	What the results consist of



The author decides whether any results files are to be written when creating the test for the Web. There are three kinds of results files.



.qxa files contain a complete record of the answers to tests and are needed to make detailed reports.



.qxr files are used to make summaries of test results (name of person, score achieved, date and time etc.)
 Section 4.4.1 documents the .qxr format.




.qxs files are used to make summaries of survey results (numbers of people making each choice for each question).



The file name for each file comes from the map file. Thus test.qxm will give rise to test.qxa, test.qxr and/or test.qxs. Files are all stored on the results path as defined in qm_conf.pl.







4.2.2	Direct access to results



To do detailed reporting, people need the .qxa file copied onto a Windows PC, and processed with the QM Web answer converter (file WEBANS.EXE). There are two ways they can do this.



If they have direct file access to the results directory, they can simply copy it



They can use the QM Web Results Manager to download it (see below).



If neither of these ways is possible, you will have to arrange an alternative (eg copy it for people).





4.2.3	Using the QM Web Results Manager



The Results Manager is a powerful system that lets you or trusted others access the results for tests and surveys and manage files. To run the Results Manager, people use the same URL as for qm_post.pl except they call qm_web.pl. 



Each access to the Results Manager applies to results on only one directory. This is usually the standard results path, but can be a sub-directory (see section 3.6).



Every time the Results Manager is called, users will need to quote the password you have specified in the $password line, or else they will be rejected. Note that because of the stateless nature of HTTP communication, every time a user runs the Results Manager, they must quote the password; this can be a slight nuisance, but it's the only way to make the system secure. 



The Results Manager shows a list of all results files (.qxr, .qxs and .qxa) on the directory and also a list of all map (.qxm) files on the corresponding map directory. The display includes the size of each file, and when they were last updated.



You can choose to generate a summary of the results on this directory. To do this, select Update summary and then click on Summary. The summary is saved in file summary.htm and is available at any time by clicking on Summary. To update it, select Update summary again.



By each file, the following options are available.



View. For a test or survey results file (.qxr or .qxs), this shows you a display of the results in the file. For an answer file (.qxa) this gives you the option of downloading the file (click with the right mouse button on most modern Windows browsers). See the QM Web Converter manual for more information.



Delete. This deletes (permanently removes from the server hard disk) the appropriate file. For .qxa answer and .qxm map files, you need to quote the owner password to be able to do this. If no owner password is set when creating the map file, anyone using qm_web.pl can delete files.




Make Results
. If you select 
Make Results
 for a .qxa answer file, this deletes any associated .qxr 
file
, and remakes 
it
 
from the .qxa file. This is useful if you have deleted th
is
 by mistake or 
it has
 become corrupted.



Edit. This allows you to edit a map file - see section 4.2.4 below. Again you need to know the owner password to be able to do this.





4.2.4	Editing map files



This is a safe and easy way to change the data in a map file without needing to go through the process of re-converting in Windows. Changes made from the Results Manager do not alter marking, and so do not stop you being able to process and report on the .qxa file with the QM Web answer converter (WEBANS.EXE).



To change the information, make your changes and press the 
Save
 button. If you just want to view the information in the map file, just look at it, and don't press the 
S
ave
 button. 



Information you can set falls into these categories.



Information defining the feedback response given to the user and whether results are saved:

(These correspond to the settings made on the response options dialog in the QM Web question converter.)



Show final score (1 = Yes, 0 = No)

Show results summary (1 = Yes, 0 = No)

Show corrected questions (0 = none, 1 = unanswered, 2 = wrong, 3 = all)

Show correct answers (1 = Yes, 0 = No)

Show feedback messages (1 = Yes, 0 = No)

Show question text and graphics (0 none; 1 = text only, 2 = text and graphics)

Message given when answers are accepted (response message)

Save answers to QXA file (1 = Yes, 0 = No)

Save results to QXR file (1 = Yes, 0 = No)

Treat as survey (1 = Yes, 0 = No)



Passwords

User password

Owner password



(You can thus change or set passwords after the test has been converted.)



Layout of feedback and results documents

Usually the feedback document is laid out the same as the HTML test file, but you can make settings ere to make the feedback and results displays use different settings to the questions. These settings have no effect on the way the questions are presented, just on the way the feedback is presented.



Bullet point image file 

Test title (the name of the test or survey)

Background image file (wallpaper)

Centre (whether to align all text and graphics in centre of browser)

Background colour (if not using wallpaper, in form #rrggbb)

Size of caption text, question text and question options





4.3	Security



As well as reading this section, you should read the sections in the QM Web Converter manual about security, as these cover other issues (eg question security) to those raised here.



It's vital to set up your system so that tests and surveys are delivered securely. Failure to do this could have serious consequences (eg someone being able to hack into your server and find the right answers). It's vital to keep the map files secure if you don't want people to know the right answers; it's vital to keep the scripts secure; and you don't want people to access or even worse change the results files.



If you are setting up your own server, read carefully any information about security that comes with the server. Also see file webres.htm for some links to some general advice on WWW security. If you are using a professional server (already set up) then it should have good security already.



Some things you can check to make sure your server is set up securely.



Try and point your browser at a map file on the system. Make sure you can't access it. If you can, map files are unencrypted and contain the right answers to questions, so this is a security breach. To make map files unreachable, put the map file directory below your document root or set up the server so that people cannot access these files (eg password protect the directory or use a .htaccess file on a Unix system).



Try and point your browser at the Perl scripts in cgi-bin. Check you can't view or read them (you should just run them). If you can view them, then you need to set up your server to stop this. Not only are you breaking your QM Web Server licence agreement by allowing others to see the scripts but you are also seriously compromising your own security (for example people can see your passwords in qm_conf.pl).



Try and point your browser at results files (eg .qxr / .qxs / .qxa). Again users should be unable to access them directly.




Also check direct file access to the server. Is there physical security (to stop someone walking in and copying the files from the computer itself) and if there are  computers directly connected to the server (eg the server is on a LAN), can users at these computers access the files?



Even if your server is set up correctly, the QM Web Server Results Manager program (qm_web.pl) lets you access results and delete and edit map files. Make sure that people can't run it without authorisation. Set proper unguessable passwords for the software and change them frequently. 



Make sure you use owner passwords too (see the QM Web Converter manual) as these will stop people editing the map file (or deleting it) if they can get access to the Results Manager.



If you are very concerned about accesses to the Results Manager, you could even delete file qm_web.pl from your server. This won't give you a nice results manager program, but it won't let people hack into it
 either!









4.4	File formats





4.
4
.
1
	Definition of .QXR file format



This is the format of the .QXR results file in case you need to know it. The file contains one record per line, each line containing details of one indivdual's

results. Each record contains the following fields seperated by the colon character :'.



Name - the name entered by the user, or a generated unique id if the test is anonymous.

Host - the hostname of the user's computer (if available) eg mac02.caths.cam.ac.uk, otherwise the IP address, eg 128.200.35.194.

Day - the day of the month as a number, 1 - 31.

Month - the month of the year as a number, 1 - 12.

Year - the year as a number, eg 1996.

Score - the percentage score achieved.

Anon - contains the word 'anon' if test was anonymous, otherwise empty.

Codename - a unique id that is also written to the .qxa file to allow matching of answer records and results records.



For example, possible records might be  

   H.Tonnaer:solair1.inter.nl.net:27:1:96:46:9271325696

or 

  1359497296:pc2005.nmus.pwf.cam.ac.uk:7:2:96:57:anon:9271325697





4.4.2	Log file format






The log file contains one record per line, each record giving details of one 
s
ubmission to the script 
qm_post.pl
. 
The record contains the following fields, each field sep
a
rated by a '&' character.






id  - a unique number assigned to each answer and result entry from this
 
submission, eg 1591723142896


time and date - in the form day/month/year:hour:minute:second eg 5/7/1996:9:46:35


name - the name entered at the bottom of the test, blank if no name entered eg Paul


remote host - the machine name of the user, eg me.mydomain.com


remote address - the numerical machine name of the user, eg 123.456.789.111


bro
w
s
er - the browser being used, eg Mozilla/2.0 (Win95; I; 16bit)


referrer - the URL of the html document, eg http://www.qmark.com/qm_web/quotes.html or file:///D|/httpd/HtDocs/tests/Qtypes.htm


file - the name of the map file to be used (no extension) including the subdirectory if relevant, eg quotes or private/qtypes





An example record might be:



  50171522019896&19/8/1996:15:22:01&douglas&svr.camb.ac.uk&131.206.316.60&Mozilla/3.0b6Gold (Win95; I)&http://www.qmark.com/qm_web/quotes.html&quotes





A
ny errors that occur will also be written to the log, showing the id, the error message seen by the user and additional explanation eg






26287223221896&Cannot open map file /docs/qm_web/results/somemap.qxm&No such file or directory





T
hese error line
s
 will normally follow a normal record as detailed above, both having the same id.







4.4.3	Other file formats






The definitions of the .qxm, .qxa and .qxs files are not published at this time, though if there is sufficient user demand, we may consider publishing them in the future.


�
5. 	Troubleshooting



5.1	Common reasons for problems



Here are some things to check for if you are having problems with QM Web Server.



Problems in setting up



Does qm_test.pl work? If it doesn't, then there's no point trying to get the main scripts to work. Concentrate on the test script.



Have you made a mistake editing the Perl files? A common mistake is to edit the files with an editor that does not save them in Unix format but to use a server or version of Perl that requires them to be in Unix format. See section 2.3.



Another possible problem in editing qm_conf.pl or other files is to get the Perl syntax wrong. Remember to put a semi-colon at the end of every line, to use / not \ for path names, to end all paths with a / and to make sure all strings start and end with quotation marks. Some Perl systems come with a syntax checker that you can use, which will pick up errors of this nature for you.



Remember that letter case matters on many servers. It's usually best to put all file names in lower case to avoid problems.



If using a Unix server, check you have the right file permissions set.



Problems running a test or survey



Has the user defined the correct address for the qm_post.pl script when converting for the Web? You can check what has been set by looking at the HTML file under the FORM METHOD tag.



Is the map file present on the map directory for the test? The map file name is usually the same as the test or survey HTML file, except with a .qxm extension. (You can check the map file name expected by looking at the INPUT TYPE tag relating to the file name, at the end of the HTML file.)



Is the map file the right one? You need the same map file as was made when the HTML file was created. Having a different map file will stop the test results being processed.



Does the map file instruct that the correct actions are taken? For example if no feedback is shown, is feedback set to be shown? You can check this by editing the map file.



If graphics are not shown (either graphics in questions or wallpaper) when displaying feedback, this could be because the server cannot access these graphics at the time. Usually they are found from the referring document (the HTML test), but under some circumstances (for example if a cache server intervenes and so the HTML is not loaded directly from your server but from another one), they will not be found. If you can, set $base_default to a place on your server where the graphics files reside.

Problems looking at results



Have you defined the results directory correctly? Results are saved in the path defined in qm_conf.pl.



Are you looking at the right directory, if using sub-directories?



Are results files saved from the test? They are only saved if this is set when the test is converted to the Web (or you set this when editing the map file).



When using a browser to access the Results Manager, if you change something you need to refresh the screen, ie call the script again, to get the up-to-date information. For example if you delete a file, and then just go back to the HTML document presented by your first call to qm_web.pl, it will still show the file. Use the Refresh command in your browser to get the up-to-date information.





5.2	Possible error messages



Error 404

The script could not be found. Either the URL for the qm_post.pl script was not entered correctly in the settings dialog of WEBQUES.EXE or the URL settings in qm_conf.pl are not accurate.



Error 500

The script could not run to completion. The most common reasons for this are that the script is running on a Unix machine but has been saved in Dos format, or that when editing some of the configuration variables, a quote or semi-colon has been left off the end of the line. Try running the script from the command prompt to discover the reason.



Invalid document ID

The map file and the test do not match each other. If you convert the same test more than once, you must place both the new .html file and the new .qxm file on the server.



Invalid map file

The map file does not contain the correct signature identifying it as a QM Web map file. It may be corrupted, or simply a different file that happens to have been given that name.



Invalid password

The test has a user password set, and the user hasn't entered it correctly. 





5.3	Contacting us to report a problem



Please read this manual carefully to try and solve your problem. But if you have problems using the scripts, or think you have discovered a bug please contact us with as full a description of the problems as possible including :



Server operating system (eg Unix system V, Linux, Window NT)

Server software (eg NCSA, Cern, Apache, WebFORCE, Ewmacs)

Perl version (eg Perl 5, NT Perl, BigPerl)

Directory structure (eg location of .html, .qxm, .qxa files, scripts etc)

A copy of the configuration settings in the scripts (file qm_conf.pl)
, most easily sent as the output of the test script (qm_test.pl).


The URL given in the settings dialog of WEBQUES.EXE (eg http://www.me.com/cgi-bin/qm_post.pl)

The URL of the test you are trying to run (eg http://www.me.com/mytests/mytest.html)

Any error messages given, including an extract from your server error log if applicable

An email address where we can contact you.
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